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Executive summary

The Dell DL Backup and Recovery Appliance (DL Appliance) is a turnkey backup and recovery appliance
powered by award-winning AppAssure backup and recovery software. The DL Appliance protects both
physical and virtual servers, nearly eliminates backup windows, recovers applications within minutes, and
guarantees recoverability.

In addition to backup and recovery, the DL Appliance delivers disaster recovery and enterprise capabilities
such as remote replication, encryption, compression, deduplication and support for standby virtual
machines to be used for near instantaneous server recovery. The DL Appliance is turnkey, purpose-built,
and designed to be deployed within minutes and is easy to manage.

The DL Appliance includes a unique feature called Rapid Appliance Self Recovery (RASR) that allows one to
quickly and easily restore the appliance to its factory default image or its latest Windows backup. RASR is
an industry-leading offering that allows customers to protect their physical appliance very easily without
the need to purchase or deploy any additional hardware, software or SKU's. Currently, no other vendor in
the industry offers this type of innate protection for their customers. This paper describes and outlines the
different RASR options that can be used to recover the DL Appliance.

Note: The DL Appliance system build version and screenshots used for this paper may vary slightly,
depending on the version of the DL Series system used.
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What is RASR and why is it important?

Rapid Appliance Self Recovery (RASR) is used to quickly and easily recover a DL Appliance to an operating
state. RASR offers two recovery options:

1. Recover the DL Appliance to a state very close to when the DL Appliance system failed. The DL
Appliance operating system, configurations and settings are recovered.

2. Reset the DL Appliance to its original factory state — a state it was in as it left the factory..

All necessary software and logic to recover a DL appliance is provided by RASR. RASR is used to recover a
DL Appliance operating system, configurations, and settings. It is not designed to recover the data within
its repositories. Protecting the data within a DL Appliance is achieved by replication.

Because RASR is self-contained within the DL Appliance, it does not require the downloading of operating
systems, plugins or AppAssure software. Recovery of a DL Appliance takes 30 minutes or less.

Most data protection solutions do an excellent job protecting and restoring physical and virtual machines
but neglect the ability to protect itself, especially data protection appliances. This lack of design is
unacceptable, as a non-functioning data protection solution immediately elevates anyone’s risk to data
loss. Every piece of data that has been created, modified, or deleted from the point of backup solution
failure is exposed to potential loss. When data is required to be retrieved, a non-functioning data
protection solution is no help. This is not a place where any IT administrator wants to be. Welcome to
RASR. RASR is designed to self-protect and recover the DL appliance itself. In the event of a DL appliance
corruption or failure, RASR significantly minimizes a computing environments risk to data loss by
effortlessly and rapidly restoring the DL appliance so that it can continue to protect production assets
again.
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RASR Protection and Recovery Options

Two main steps are taken when recovering a DL appliance using RASR. The first step is to launch the DL
appliance in to RASR followed by choosing a recovery method.

The DL Appliance can launch RASR from a number of media types or locations. These include:
1. USB Key

2. RASR Virtual Disk
3. Internal Dual SD Module (IDSDM)
4. Recovery Partition

No matter how RASR is launched, RASR offers the same recovery features and capabilities — quick and
easy appliance recovery.

Depending on the DL appliance model, the following RASR launch options are available:

RASR
Virtual Recovery
UsB Disk IDSDM  Partition
DL1x00 v v
DL4300 v v v v
DL4000 v v v

The DL appliance offers three recovery methods. These options are:

1. System Recovery —The DL appliance is restored to a point in time from an available Windows
backup image residing on a DL appliance local disk

2. Windows Recovery Wizard —Launches the Microsoft ® Windows Backup Utility to perform
recovery operations not supported by a System Recovery or Factory Reset

3. Factory Reset — The DL appliance is restored to the original Dell factory image

Depending on the DL appliance model, the following recovery options are available:

Windows
System Recovery Factory
Recovery  Wizard Reset

DL1000 v v
DL4300 v v v
DL4000 v v v

NOTE: All backup and recovery steps are performed from the DL Appliance.
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3

3.1

Launching RASR

RASR can be launched from four different media types or locations. No matter what RASR launch method
is chosen, RASR recovers the DL Appliance to an operational state by restoring the appliance operating

system, applications, configurations and settings.

IDSDM

The Dell DL4300 appliance offers a unique option to launch the RASR process - IDSDM. A bootable
Internal Dual SD Module (IDSDM) provides all logic to restore the DL4300 appliance in the event of critical
operating system disk hardware or software failure. (Dell DL1x00 and DL4000 appliances do not offer an

IDSDM option).

1. Restart the DL Appliance and select Boot Manager (F11)

| 4

F10
Fi1i
F12

System Setup
Lifecuycle Controller
Boot Manager =

PXE Boot

nwgn n

Broadcom NetXtreme Ethernet Boot Agent
Copyright (C) 2 ©0-2015 Broadcom Corporation
All rights reserved.

Press Ctrl-S to enter Configuration Menu

2. Within the DL Appliance Boot Manager utility, select One-shot BIOS Boot Menu.

@ Boot Manager

Boot Manager

Boot Manager Main Menu

Continue Mormal Boot

One-shot BIOS Boot Menu

Launch System Setup

Launch Lifecycle Controller

System Utilities
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3. Select to launch RASR from the ISDSM option.

@ Boot Manager

[ Boot Manager

Boot Menu

Select Legacy Boot Option

* [Hard drive] Integrated RAID Controller 1: PERC H730P Minijbus 03 dev 00)

@;Edrive] Internal SD: IDSDD

e ——

" Integrated NIC 1Port 1 Partition 1: ERCM MBA Slot 0100 v17.0.1

* Disk connected to back USE 1: vmDisk

* Optical Drive connected to back USE 1: vmDisk-CD

4. Select your keyboard layout.

Choose your keyboard layout

* US * Armenian Phonetic

* Albanian * Armenian Typewriter

* Arabic (101) * Armenian Western (Legacy)
* Arabic (102) » Assamese - INSCRIPT

* Arabic (102) AZERTY * Azeri Cyrillic

* Armenian Eastern (Legacy) * Azeri Latin

See more keyboard layouts
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5. Click Troubleshoot.

Choose an option

Continue

Exit and continue to Windows Server
2012 R2

Troubleshoot

Refresh or r our PC, or use
advanced tools

Turn off your PC

6. Click Rapid Appliance Self Recovery (RASR).

© Troubleshoot

Refresh your PC Advanced options
If your PC isn‘t runnin:
refresh it without losing

Reset your PC
If you want to remove all of your files,
you can reset your PC completely

Rapid Appliance Self
Recovery
Rapid Appliance Self
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7. Click Windows Server 2012 R2.

© Recovery Tool

Choose a target operating system.

Windows Server 2012

ml R
-

8. RASR is now launched.

@ DL4300 Rapid Appliance Self Recovery

Welcome to Dell Rapid Appliance Self Recovery (RASR)

» Welcome

Prerequisites

This wizard will attempt to recover your operating system.

tecoranybiono Click Next to proceed.

Storage Configuration

Finish

T
o]
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3.2 RASR USB Key

A RASR USB key is used to launch the RASR process. Like the IDSDM option to launch RASR, the RASR USB
key provides all logic to restore the DL appliance in the event of OS and/or repository storage system

issues.

NOTE: Creation of a RASR USB key is described in Appendix-A.

NOTE: The DL1000 appliance consists of a mirrored pair of disk drives containing the operating system,
appliance applications, and data. In the event of a critical disk failure, RASR can only be launched from a
USB disk device. Thus, immediate creation of a RASR USB key is very important for the DL1000 appliance.

1. Boot the DL Appliance with the RASR USB key attached and select Boot Manager (F11).

= System Setup
= Lifecycle Controller

1 = Boot Manager >
. = PXE BoOOt

Broadcom NetXtreme Ethernet Boot Agent
Copyright (C) Z2000-2015 Broadcom Corporation
All rights reserved.

Press Ctrl-S to enter Configuration Menu

2. The following message can be ignored during the RASR recovery of the DL Appliance.

UEFI0122: The secondary SD card is missing. not responding., or in
write-protected mode. Do one of the following: 1) Install a SD card media in
the secondary SD card slot. 2) Reseat or replace the SD card media. 3) If the

secondary SD card is intentionally not installed or write-protected mode is
expected, then no respomse action is required.
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3. Within the DL Appliance Boot Manager utility, select One-shot BIOS Boot Menu.

@ Boot Manager

-

Boot Manager

Boot Manager Main Menu

Continue Mormal Boot

@Jt BIOS Bm@

Launch System Setup

Launch Lifecycle Controller

System Utilities

4. Select the attached USB drive within the Boot Manager Boot Menu

Help | About | Exit

{ Boot Manager

Boot Menu

Select Legacy Boot Option

" [Hard drive] Integrated RAID Controller 1: PERC H720P Mini(bus 03 dev 00)

* [Hard drive] Internal SD: IDSDM

* [Hard drive] Disk connected to front USB 2: Cruzer Glide

* Integrated NIC 1 Port 1 Partition 1: BRCM MBA Slot 0100 w17.0.1

* Disk connected to back USB 1. vmDisk

* Optical Drive connected to back USB 1: vmDisk-CD

5. Continue with step #4 within section 3.1 IDSDM (page 8).
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3.3 RASR Virtual Disk

The RASR virtual disk resides on the local DL Appliance non-OS disks and is used to launch RASR.

1. Boot the DL Appliance and enter the PowerEdge Expandable RAID Controller BIOS Utility by pressing
Ctrl+R when its message is displayed.

FZ2 = 3ystem Setup

F10 = Lifecycle Coniroller
F11 = Boot Manager

F1Z2 = PXE Boot

Broadcom HetXtreme Ethernet Boot Agent
Copyright (C) Z2000-Z@15 Broadcom Corporation

fAll rights reserved.
Press Citrl-5 to enter Configuration Menu

PowerEdge Expandable RAID Controller BID3
Copyright(c) 2014 L3I Corporation

Press <Cirl><R> to Run Configuration Utility
FrsW Initializing Devices O

2. Select the RASR virtual disk within the PERC Configuration Utility. Note the virtual disk ID and capacity.
In this example, the RASR virtual disk ID is 2 and its capacity is 14.99GB,

PERC H730P Mini BIO3 Configuration Utility 5.03-0010
WIS 3es FD Mgmt Ctrl Mgmt Froperties

[-1 PERC H?3OF Hini (Bus 0x03, Dev Ox0Q)
[-1 Disk Group: @, RAID 1
[-1 Virtual Disks State: Optimal
L ID: O, 05, 278.87 GB RAID Lewvel: 6
[+1 Physical Disks Dperation: Hone
[+] Total Free Capacity: ©.00 GB
Hot spares
[-1 Disk Group: 1, BRAID A Uirtnal Disks: 2
[-1 Virtual Disks Physical Disks: 16
ID: 1, WinBackups, 71.99 GB Free Cap.:'@ 12944.00 GB
ID: 2, RASRdisk, 14.99 GB Free Areas: 1
[+]1 Physical Disks
[+]1 Total Free Capacity: 12944 .00 GB
Hot spares

Fl1-Help FZ-0Operations FS5-Refresh Ctrl-M-Hext Page Ctrl-F-Prev Page F1Z-Ctlr
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3. Press Ctrl+N to advance to the Ctrl Mgmt page within the PERC Configuration Utility. Select the RASR
virtual disk as the boot device.

PERC HY30F Mini BIOS Configuration Utility 5.603-0010
Ctrl Mgmt

[X] Enable controller BIOS BEU

[ 1 Enable BIOS Stop on Error Optimal

[ 1 Enable fiuto I[mport 49C-Normal
531 mAh

518 mAh (97:)

Up 0 278.87 GB ﬂ -Mode Ecurrent)|
Un 1 74.99 GB

VD 2 14.99 6B

4. Using the keyboard TAB key, advance to APPLY. Press Return to apply this boot device change.
PERC H?30P Mini BIOS Configuration Utility 5.03-8010
Ctrl Mgmt
[X] Enable controller BIOS BBU
[ 1 Enable BIOS Stop on Error Optimal
[ 1 Enable fiuto Import 49C-Normal
531 mAh

510 mAh (97:2)

2 14.99 GE ode (current)|
Factory Default APFPLY CANCEL

F1 F5 Ctrl-N
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5. Press the keyboard Esc key several times until the PERC Configuration Utility exits then select the
option to reboot the DL Appliance.

NOTE: RASR will automatically set the PERC boot device to the OS boot virtual disk if restoration is

successful.

6. Continue with step #4 within section 3.1 IDSDM (page 8).

3.4 Recovery Partition
A bootable Recovery Partition is located on the DL Appliance operating system disks. If the appliance
operating system physical disks supporting the Recovery Partition are healthy, the Recovery Partition can

be used to launch RASR.

1. Open up the DL Appliance PowerShell or command window and type the command:

reagentc /boottore

X Administrator; Windows PowerShell

Windows PowerShe
opyright (C) 2014 Microsoft Corporation. All rights reserved.

PS C:\Users\administrator.AA> reagentc /boottore
REAGENTC.EXE: Operation Successful.

PS C:\Users\administrator.AA> _

2. Reboot the DL Appliance.

3. Continue with step #4 within section 3.1 IDSDM (page 8).
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4.1
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RASR Recovery Options

Once RASR is launched, three RASR appliance recovery options are presented; System Recovery, Windows
Recovery Wizard, and Factory Reset.

System Recovery

During the initial configuration of the DL4300 and DL1300 Appliance, a Windows Backup Virtual Disk can
optionally be created that is designated to hold DL appliance Windows backup images. When choosing
the RASR System Recovery option, Windows backups that are stored within the Windows Backup Virtual
Disk are presented as options for recovery.

The System Recovery option offers DL appliance recovery advantages. Because a windows backup is used
for recovery, the restoration process takes only one step to recover all DL functional software that might
have been implemented or edited after initial configuration. Other functional software includes RUU,
AppAssure, operating system, appliance updates, SQL if installed on the operating system drives, and all
settings that were initially configured through the AppAssure Appliance Configuration Wizard (Network,
SNMP, active directory, etc.).

NOTE: The DL1000 does not include an automatically created Windows Backup virtual disk. However, the
System Recovery option can be used on any DL appliance provided Windows Backup has been configured
to backup the Operating System and Recovery Volumes, System State and Bare Metal Recovery. The
backup location must be a directly attached physical device which can include a USB disk drive.

1. Once RASR starts, select System Recovery.

@ DL4300 Rapid Appliance Self Recovery

Recovery Mode Selection

Details.

This operation will recover the S disk from an available
Windows backup

etk Won> | [ Canet
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2. Select the Windows backup that you wish to restore the DL Appliance to.

&
DL4300 Rapid Appliance Self Recovery v3.0.240

Windows Backup Selection
Welcome

IS [Available Backups
» Recovery Mode =-DL4300

11/3/2015 11:08 AM

Storage Configuration 1132015 10:00 AM
0S Recovery 11/3/2015 10:05 AM
Finish

¥ Display only backups containing the Windows Backup 'Bare Metal Recovery' item
Details:

Expand hostname and select a backup which will be used to recover the operaling system
disk

411 Recovery Type

Within the System Recovery option, there are two System Recovery options.

1. Repair OS System Disk — This option overwrites the current DL operating system and recovery
partition with files contained in the backup image selected. This option is best suited when there are
missing or corrupt files that cause the DL Appliance to malfunction. In order to use the Repair OS
System Disk option, ensure the Display only backups containing the Windows Backup ‘bare Metal
Recovery’ item is checked.

Repair OS System Disk will fail if the Windows backup image selected is from a different system or
volumes other than the presently running OS and Recovery volumes. If the Repair OS System Disk fails
to restore the system, restart RASR and try the Recreate OS Volumes option.
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i. Select Repair OS System Disk and click Next.

DL4300 Rapid Appliance Self Recovery v3.0.240
L)

Select Recovery Type

Welcome

Prerequisites

» Recovery Mode Existing Operating System Disk Partitions

. Volume Label Volume Size in MB
s S
torage Configuration 0S 273,961
0S Recovery RECOVERY 11,605
Finish
Recovery Type

& Repair OS System Disk s

© Recreate OS Volumes

Details:
This operation will attempt to repair the operaling system by overwriting
exisling operating system disk partitions from the selected backup

. Click Yes to start the recovery process.

DL4300 Rapid Appliance Self Recovery v3.0.240

13
Welcome
Prerequisites
Recovery Mode
Storage Configuration
» OS Recovery A Warning
Finish
This operation will recover the operating system
All OS disk data will be overwritten
This operation will take several minutes and cannot

be cancelled.

Do you want to continue?

(=) [

iii. The DL Appliance Recovery process is finished.
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2. Recreate OS Volumes — This option re-creates the DL OS virtual disk if necessary (as in the case of a
replaced hard disk), and restores the DL operating system and recovery partitions with the content
from the backup image selected. This option is best suited when storage hardware issues are
encountered such as a failed OS volume. After replacing faulty hardware, launch RASR and select this
option.

i. Select Recreate OS Volumes recovery type and click Next.

DL4300 Rapid Appliance Self Recovery v3.0.240

Select Recovery Type

Welcome

Prerequisites

ery Mode Existing Operaling System Disk Parliions

. Volume Label Volume Size in MB
S \
torage Configuration oS 273,061
OS Recovery RECOVERY 11,605
Finish
Recovery Type

© Repair OS System Disk
[} @ Recreate OS Volumes s

Details:
This operation will recreate the operating system disk partitions and
reslore volumes you select from the backup.
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. Select the volumes to recover. You must first select to delete existing volumes if you plan to
recover them.

DL4300 Rapid Appliance Self Recovery v3.0.240

Select Volume Restore Options
Welcome

Prerequisites
Volumes Available in Backup
Volume Label Volume Size in MB Restore
0s 273,961 ~
0S Recovery RECOVERY 11602 7
Finish

» Recovery Mode

Storage Configuration

Select volumes to be restored

Exisling Operaling System Disk Parliions
Volume Label Volume Size in MB
0s 273,961
RECOVERY 11,605

¥ Delete all partitions

iii. Click Yes to start the recovery process.

DL4300 Rapid Appliance Self Recovery v3.0.240

L3

Welcome
Prerequisites
Recovery Mode
Storage Configuration
» OS Recovery A Warning
Finish

This operation will recover the operating system
All OS disk data will be overwritten

This operation will take several minutes and cannot
be cancelled

Do you want to continue?

(=) [T

The DL Appliance recovery process is finished.
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Windows Recovery Wizard

This RASR recovery option can be used to restore a DL Appliance from a Windows backup located within
the appliance (Windows Backup virtual disk), a directly attached disk, or an externally attached disk such as
a network share containing the backup image. The Windows Recovery Wizard uses Microsoft Windows
Server Backup for recovery. For more information on using Windows Server Backup for DL appliance
recoveries, please refer to Appendix C and the following documents: https://technet.microsoft.com/en-
us/library/cc770757.aspx and https://technet.microsoft.com/en-us/library/cc755163.aspx.

NOTE: RASR for the DL1000 does not offer the System Recovery option. Instead, the Windows Recovery
Wizard can be used to restore a DL appliance, configurations settings and any updates from a Windows
backup stored on a shared network drive. Details for the RASR Windows Recovery Wizard can be found at
Appendix C.

@ DL4300 Rapid Appliance Self Recovery v3.0.240

Welcome Recovery Mode Selection

Prerequisites
c R
» Recovery Modo System Recovery

Storage Configuration == & Windows Recovery Wizard

0S Recovery © Factory Reset

Finish

Details:

This operation will launch the Microsoft Windows recovery
wizard. Use this option if the OS backup is on a network share.
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Factory Reset

The Factory Reset recovery option restores the DL Appliance to its original factory state — the state it was
in as it left the factory.

If failed operating system drives are replaced, the Factory Reset option detects that the operating system
virtual disk does not exist and will prepare a new virtual disk to restore the factory default operating system
to it.

Because Factory Reset does not alter the non-operating system drives, restoration of the repository,
appliance settings and configurations are possible as described in Section 5.

NOTE: The Factory Reset option does not restore any previously installed or configured items such as
networking, SNMP and active directory settings. If Microsoft SQL Server is installed on the appliance
operating system virtual disk, it will not be recovered as the Factory Reset option only restores the original
Dell factory image.

1. Once RASR starts, select Factory Reset and click Next.

3
@ DL4300 Rapid Appliance Self Recovery

Recovery Mode Selection

Details
This operation will recover the OS disk from the factory image.

<<Back | Next>> | | Cancel

Recovering a Dell™ DL Backup and Recovery Appliance using Rapi Appliance Self Recovery (RASR)
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2. Select Yes to begin the recovery process.

3
@ DL4300 Rapid Appliance Self Recovery

3. This competes the Factory Reset recovery process. Click Finish to reboot the DL Appliance.

@ DL4300 Rapid Appliance Self Recovery v3.0.240

RASR Completed

The sysiem has been recovered successfully
Click Finish lo exat

» Fimsh

4. After reboot, the AppAssure Appliance Configuration Wizard is automatically launched for initial
appliance configuration. The AppAssure Application Configuration Wizard steps are outlined in

Appendix B.
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NOTE: Ensure that you provide the same information in the AppAssure Appliance Configuration Wizard
that was provided during the initial deployment of the DL appliance. Failure to provide the exact same
information can result in the inability to recover the Appliance configuration settings and/or AppAssure
repository data.

5. After completing the AppAssure Application Configuration Wizard steps, refer to Recovering
Repositories, Recovery Points and Settings’ to recover the DL Appliance to a state very close to the
time of failure.
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5 Recovering Repositories, Recovery Points and Settings

After DL Appliance recovery, the appliance recovery points and settings can optionally be restored.

NOTE: The DL1000 will automatically attempt to recover DL repositories and restore the AppAssure Core
settings.

1. Select the Appliance tab. Then select Tasks > Provisioning.

] | | J r_ _-q
Home Replication Yirtual Standby Events Tools = | Confipuration ~ [ R (e

Status | DL Subsystem Hardware

' Provisioning '
=] Appliance Hardware

Storage Hardware
Storage Provisioning
Rapid Appliance Self Recovery

Yirtual Machine Management

2. Click Remount Volumes.

|
Provisioning Remount Volumes |

Provision PERC H730P Mini(3,0) Full shelf 0, Create repository Provisioned

!srmangiaon !

3. Click Yes to continue.

Warning : System recovery

This will recover all the AppAssure Repositories.

IMPORTAMT : Do not continue with this procedure unless AppAszure is having problems accessing the repositories. This procedure will remount all Repository
volumes and Standby Virtual Machine Reserve volumes. It will also reset the AppAssure Core settings.

Do you want to continue?

4. This completes the DL Appliance settings, configuration and repository restoration.

o —
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6 Appendix A: Creating an USB RASR Key

1. Inserta 16GB or larger USB key into the DL Appliance.

2. Navigate to the Appliance tab.

Tools ~| Configuration ~

® Appliance

Health

Prof

&l Appliance >
& storage >
[& Tasks >

e e
0K

Appliance Hardware Server Administrator

@  Storage Hardware OK Server Administrator

@  Storage Provisioning OK Provisioning Status
Rapid Appliance Self Recavery Warning Backup

@  Virtual Machine Management 0K VM Management

3. Click the Backup link.

Health

Controllers
Virtual Disks

&l Appliance >
& storage >
[3 Tasks >

DL Subsystem Hardware

Appliance Hardware 0K Server Administrator
Storage Hardware oK Server Administrator
Storage Provisioning oK Provisioning Status

@  Virtual Machine Management VM Management

Rapid Appliance Self Recovery

4. Click Create USB RASR Key.

b et

- App.liance _

E Appliance > Backup

@ Storage »

ﬁ} Tasks ¥

1, The RASR USE drive has not been created on this system. Click on the link below to create the drive.

Create RASR USB drive now
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5. After a prerequisite check is performed, select the possible USB target path and click Create.

Create the RASR USB Drive

The minimum size required for this USE drive creation is : 11.39 GB

List of possible target paths:
| Drive=H:\ Label=RA5R. Recovery Tool Manufacturer=SanDizk Cruzer Glide USE Device | *

6. Click Yes to proceed.

Warning

You have selected H:\

IMPORTANT : All data on the above volume will be lost as a result of the creation of RASR USE drive operation

Do you want to continue?

7. After the RASR USB key has been created, safely eject the RASR key.

Safely Remove Hardware and Eject Media

‘ (ST ‘
ir; Open Devices and Printers

Customize...

|I.J Eject Cruzer Glide
- RASR Recovery Tool (K
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7/ Appendix B: AppAssure Appliance Configuration Wizard

NOTE: The following is an example of the AppAssure Application Configuration Wizard for a DL4300.
Depending on the DL model and/or build version, variances of these steps may vary.

1. The following message can be ignored during the RASR recovery of the DL Appliance.

UEFI0122: The secondary SD card is missing. not responding. or in
write-protected mode. Do one of the following: 1) Install a SD card media in
the secondary SD card slot. 2) Reseat or replace the SD card media. 3) If the

secondary SD card is intentionally not installed or write-protected mode is
expected, then no response action is required.

2. Accept the Microsoft software license terms.

Settings

Please read the license terms.

MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT WINDOWS SERVER 2012 R2 STANDARD
These license terms are an agreement between you and:

the server manufacturer that distributes the software with the
server; or

the software installer that distributes the software with the
server.

Please read them. They apply to the software named above, which
includes the media on which you received it, if any. The terms also
apply to any Microsoft:

updates,
supplements,
Internet-based services, and

support services

for this software, unless other terms accompany those items. If so,
those terms apply. If you obtain updates or supplements directly from
Microsoft, Microsoft, and not the manufacturer or installer, licenses
those to you. Printed paper license terms, which may come with the
software, take the place of any on-screen license terms.

By using the software, you accept these terms. If you do not
accept them, do not use the software. Instead, contact the
manufacturer or installer to determine its return policy for a
refund or credit.

As described below, g some features also operates as your
consent to the transmission of certain standard computer
information for Internet-based services.

1 0imis camanbh sloh shara Bannea Savmas

Congratulations on your new Dell purchase!

Your purchase and use of this product is subject to and governed by
Dell’s Commercial Terms of Sale, unless you have a separate written
agreement with Dell that specifically applies to your order, and Dell’s End
User License Agreement, which are each presented below in the
following order:

¢ Commercial Terms of Sale
* Dell’s End User License Agreement

By the act of clicking “I accept,” you agree (or re-affirm your agreement
to) the foregoing terms and conditions. For the avoidance of doubt, to the
extent that Dell is deemed under applicable law to have accepted an offer
by you: (a) Dell hereby objects to and rejects all additional or inconsistent
terms that may be contained in any purchase order or other
documentation submitted by you in connection with your order; and (b)
Dell hereby conditions its acceptance on your assent that the foregoing
terms and conditions shall exclusively control.

IF YOU DO NOT AGREE WITH THESE TERMS, DO NOT USE YOUR
PRODUCT AND RETURN IT TO DELL IN ACCORDANCE WITH

Except as otherwise set forth herein, new PowerEdge™ products purchased
directly from Dell may be returned within 30 days from the date on the packing
slip or invoice.

Commercial Terms of Sale
1. Your Relationship with Dell.
A. Introduction. Dells sale of Products, Software, and Services, as well

as its performance of Services and your use of the Software are subject
to the terms of this agreement between you (“you™ or “Customer”) and
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3. Loginto the DL Appliance.
4. Define a local password for the DL Appliance and click Finish.

Settings

Type a password for the built-in administrator account that you can use to sign in to this computer.

User name

Reenter password
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5. Log into the DL Appliance using the credentials applied in the previous step.

Administrator

DR |

6. Examine the notes and messages on the AppAssure Appliance Configuration Wizard welcome
screen.

R

@ AppAssure Appliance Configuration Wizard

P Collecting Information

Welcome
@ Network
@ Hostriame & Domain Welcome to the AppAssure Appliance Configuration Wizard. This wizard will configure the following
@ SHAE - Network Configuration
- Hostname and Domain Configuration
@SR - SNMP Settings
@ Configuring

The AppAssure Console will automatically launch after the wizard completes successfully.

For assistance, referto the DL Appliance User's Guide (located at hiip/

IMPORTANT: The appliance is configured with a 30-day fiv license. igate to the Dell AppAssure License Portal at
www dell. com/DLAclivation and use your provided license number to obtain a permanent key. License numbers are generally of the
format)OO( XOO-XXX. and are emailed at the time of purchase. If you are having trouble finding your license key. please contact Dell

g. htips://support > dell. com/licensing

Note: The "Windows Update” Service will be disabled ly and will be re- bled when the wizard completes. Do not run
Windows Update on this appliance until the wizard is complele

7. Select one DL4300 NIC to begin the recovery of the DL4300 Appliance.

@ Colecihg bicarston Selectthe network interface(s) to configure

P Hetwork
@ Hostname & Domain The connected network interfaces are displayed below.
@ SHMP Selectthe checkbox beside each network interface that you want to configure then click 'Next' to
continue. If you would like to configure additional network interfaces, connect them now and click the
@ RASR ‘Refresh’ button below
@ Corfiguring Refer to the Deployment Guide (located at hitp-//dell com/support/manuals) for Advanced network

configuration opfions.

Name
[ Broadcom Netdtreme Gigabit Ethernet 7 - NIC3
[[] Broadeom NetXtreme Gigabit Ethernet 48 - NIC4

Choose one NIC for the initial configuration.
Bond additional NICs and create other networks
as needed after the initial configuration of the DL
appliance.
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8. Enter network settings for the selected NIC in the previous step.

@ Collecting Information
» Network
@ Hostname & Domain
@ SNMP
@ RASR

@ Corfiguing

Configure selected network interface

Broadcom NetXireme Gigabit Ethernet #7 - NIC3

Choose the intemet protocol for this interface ® 1P O 1Pve

© Obtain an IPv4 address automatically

@® Use the following IPv4 address:

IPvd Address: (172287125 |
Subnet mask
Default Gateway: (172277258 |

O Obtain DNS server address automatically

® Use the following DNS server address:
Preferred DNS server: 172.28.7.103]
Alternate DNS server: [:I

9. Configure the hostname and domain settings for the DL Appliance.

@ Collecting Information
@ Network
p Hostname & Domain
@ SNMP
@ RASR

@ Corfiguring

Configure hosthame and domain settings

Enter a new hosiname for this appliance.

If the hostname is to be changed. it is recommended that the hostname be changed prior to starting
backups. To changs the hostname at a later point, refer to the DL Appliance User's Guide (located at

Jidell.comd Jrm: ).
Current hostname: DFJTSR52
New hostname:
Do you want this appliance to join a demain? ® Yes O No

Domain name:

Domain user name: administrator

Domain user password: u“uuuol
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10. Configure SNMP Settings.

Callecting Informati -
9 Clectn oty Configure SNMP settings
@ MNetwork
@ Hostname & Domain The SMMP service provides network management over the TCP/IP profocol. This pane will configure SNMP trap settings for the Server.
B SHMP ] Configure SNMP on this appliance
@ RASR
@ Corfiguring
public
Add
Community Name Trap Dastination

11. Optionally create Virtual Disks.

@ AppAssure Appliance Configuration Wizard

@ Colecting Informatio - - -
e e Create Windows and RASR virtual disk(s)
@ Network
@ Hosiname & Domain - The RASR (Rapid Appliance Self Recovery) pre-requisite checks have complaeted
@ SNMP u successfully,. Select the virtual dizk(z) to create and click "Mexi” to proceed.
p RASR
@ Configuring

Create optonal virtual disk(z):
[] Windows Backup virtual disk
[] Bootable RASR virtual disk

NOTE: If Windows Server Backup is planned to be used for scheduled DL Appliance protection, the
Windows Backup Virtual disk option must be chosen here.

NOTE: If the Windows Backup virtual disk or bootable RASR virtual disks already exist or have previously
been configured, the following message appears ‘No Windows Backup virtual disk or bootable RASR
virtual disk can be created at this time.”
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12. Apply the provided DL configurations by clicking Next.

Collecting Informati

o Coteceg M Thank You

P Corfiguing
@ Network All the information required to configure the appliance has been collected.

@ Sofware Licenses Click 'Next' to start the configuration process. This may take a few minutes.
@ Hostname & Domain
@ SNMP

@ RASR

13. Reboot the DL Appliance.

/' Colecting lrfometion A reboot is required
B Configuing
" Network \i) Arebootis required to complete the hostname and domain configuration. Click 'Rebaot' to rebaot the appliance.

v Software Licenses Log on as a user with administrative privileges after the rebootto proceed with the configuration of the appliance.
" Hostname & Domain
@ SNMP

@ RASR

14. After reboot, the AppAssure Appliance configuration wizard starts and optionally creates the Windows
Backup and/or RASR Virtual disks. When creation is finished, the following message appears. Click
Next.

X
‘ AppAssure Appliance Configuration Wizard

VY Celechon Hioman Virtual Disk(s) successfully created.

p Configuring

V/ Network & I Virtual disk creation successfully completed. Successfully created Windows Backup virtual disk.

v/ Software Licenses Successfully created RASR virtual disk

Hosts & Domai 3 -
v e Click Next to continue.
J SNMP

J RASR
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15. The restoration of the DL Appliance operating system is complete. Configure the remaining DL
appliance NICs as needed.

R

AppAssure Appliance Configuration Wizard

v Eatecrg tmin Configuration Complete

 Configuring
/ Network v \  This portion of the AppAssure Appliance Configuration Wizard has successfully completed. Refer to the DL Appliance User's Guide

/s 5 u (located at hitp//dell com/supportmanuzls) for any additional steps that are needed.

oftware Licenses

/ Hestname & Dom: © dows Update” service has been re-enabled.
ain
E o exit this wizard and launch the AppAssure Console. This console is the single point of administration for the app

V SNmP Refer to the AppAssure docur (located at http://docs appassure com)) for more information.

J/ RASR

16. The restoration of the DL Appliance operating system is complete. Configure the remaining DL
appliance NICs as needed.
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8.1

Appendix C: Windows Recovery Wizard — Network Backup
Configuration

The RASR Windows Recovery Wizard recovery option offers a unique feature - to recover a DL appliance
from a backup image that resides on a shared network drive.

Configure a Scheduled Shared Network Drive Backup Policy

The DL appliance must create a recovery image on a network shared drive if it is to restore from it. To do
so, Windows Server Backup is used.

NOTE: Windows Backup Server can preserve at most one backup on a network disk.

1. Map a network drive to be used as a backup target to the DL appliance.

Computer View

4 L4 =D

Properties Open Rename

Location
& Downloads

‘% Recent places

1% This PC
#u Desktop
= Documents
& Downloads
& Music
= Pictures
B Videos
i 05(C)
@ RASRdisk (D:)
ca WinBackups (E:)
@ RASR Recovery Tool

= Removable Disk (G:)

ﬁ Network

& n

Panel

Map network|Add a network  Open Control
drive v location
¥ Map network drive K

E® Disconnect network drivN

—

h Downloads
h Pictures

4 Devices and drives (5)

SN 2]

ﬂ Uninstall or change a program
(® System properties
ﬁ Manage

System

!i‘ Documents
J

b Music
‘ Videos

s 05 RASRdisk (D:)
| ] =1 ==
S 212 GB free of 263 GB 7 235 68 free of 14,9 GB

WinBackups (E:) RASR Recovery Tool (F:)
I 0 =, I |
V7 35.2 8 free of 74.8GB 7 2.26 GB free of 14.9.GB

Removable Disk (G:)
S 3.5 GB free of 7.61 GB
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1b.

& Downloads - Desktop

| Recent places

/% This PC " Downloads

s Desktop

.| Documents t Diclires

& Downloads

& Music 4 Devices and drives (5)

B pi

& Pictures - 05(C)

8 Videos el |

i, 05 (C) S 315 GB free of 263 GB

. RASRdisk (D:) WinBackups (E:)
WinBackups (E) > I

= £ V7 352GB free of 748GB

a RASR Recovery Tool
Removable Disk (G:)

e Removable Disk (G:)
- I
& DL Backup (17226 S’ 355 GB free of 7.61 GB

4 Network locations (1)
DL_Backup (\\172.28.7.107) (Z:)
—

“- Network

<@, 238GB free of 209 GB

{ < Documents

u) Music
. Videos

RASRdisk (D:)
&7 235 GB free of 149 GB
RASR Recovery Tool (F:)

[ ——
7 226 GB free of 14.9GB

h

L AN This PC Ll
Computer View 0
+ l“ » This PC v C,] l Search This PC P [
¢ Favorites 4 Folders (6)
Bl Desktop

Launch the DL appliance Windows Backup Server application.

Search

winadws ST B

Server Backup

3. Enter 'Windows Server Backup' in the search text box.

1. Right mouse select the Windows Start Menu.
2. Select 'Search'.
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3. Launch the Backup Schedule Wizard.

Windows Server Backup (I Actions
b@ &l Local Backup [
Sb You can perform a single backup or schedule a regular backup using this application. s Backup Schedule...
; Backup Once...
A\ Ascheduled backup has not b for this computer. Schedule Wizard to set up a reqular, automated backup to protect your da )
Messages (Activity from last week. double click on the message to see details) Configure Performance Settings...
Time = Message Description - e
Help
Status.
Last Backup MNext Backup All Backups
Status: Status:  Not scheduled Total backups: 9 copies
Time: Time: - Latestcopy:  3/2/2016 11:00 AM
B} View details View details Oldest copy:  2/29/2016 5:12 PM
B View details

4. Select Custom to create a custom configuration.

@ Select Backup Configuration

Getting Started What type of configuration do you want to schedule?

Select Backup Configurat... O Full server (recommended)
| want to back up all my server data, applications and system state.
Backup size: 9.55 TB
® Custom

| want to choose custom volumes, files for backup.

Select Items for Backup
Specify Backup Time

Specify Destination Type

Confirmation

Summary

Finish

| =
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5. Add the following Items for backup. (Additionally add the item Boot if it exists).

@ Select Items for Backup

Getting Started Select the items that you want to back up. Selecting bare metal recovery will provide

Select Backup Confi you with the most options if you need to perform a recovery.

73
Select Items for Backup Name

Specify Backup Time g:;: mest:ltrecovuy
em state

Specify Destination Type @05 (C)

Confirmation %@ RECOVERY

Summary

Add ltems

| Advanced settings

[ <Previous |[ Net> | s HTI

6. Select a backup schedule that fits your needs.

C‘@ Specify Backup Time

Getting Started How often and when do you want to run backups?
Select Backup Configurat... @® Onceaday

Seect ems or Backup e s ot

Specify Backup Time O More than once a day
Specify Destination Type Click an available time and then click Add to add it to the backup schedule.

Select Destination Disk Available time: Scheduled time:

Confirmation 12:00 AM X =
12:30 AM E
Summary 1:00 AM
1:30 AM —
2:00 AM Add > ‘

2:30 AM

3:00 AM < Remove
3:30 AM '
4:00 AM
4:30 AM

Finish ' Cancel
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7. Select Backup to a shared network folder.

&;ﬁ/) Specify Destination Type

Getting Started

Select Backup Configurat...

Select Items for Backup
Specify Backup Time

Specify Destination Type

Specify Remote Shared F...

Confirmation

Summary

Where do you want to store the backups?
(O Back up to a hard disk that is dedicated for backups (recommended)

Choose this option for the safest way to store backups. The hard disk that you use
will be formatted and then dedicated to only store backups.

(O Back up to a volume

Choose this option if you cannot dedicate an entire disk for backups. Note that the
performance of the volume may be reduced by up to 200 percent while it is used
to store backups. We recommend that you do not store other server data on the
same volume.

® Back up to a shared network folder

Choose this option if you do not want to store backups locally on the server. Note
that you will only have one backup at a time because when you create a new
backup it overwrites the previous backup.

Finish \ | Cancel

8. Accept the message describing that only one backup will exist when using a shared network folder.

When you use a remote shared folder as the storage destination for
A scheduled backups, each backup will erase the previous backup, and

only the latest backup will be available,
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9. Enter the UNC name to the shared network folder to use as the backup target.

Qiﬁ/) Specify Remote Shared Folder

Getting Started Location:
Select Backup Configurat... ' \\172.28.7.107\DL_Backup I

Select Items for Backup Example: \\MyFileServer\SharedFolderName

Specify Backup Time This wizard creates a folder based on the name of the server being backed up, for
example MyServer-BackupFiles.

Specify Destination Type
Specify Remote Shared F... Access Control
Confirmation (O Do not inherit

This option makes the backup accessible only for the user whose credentials are

Summa
v provided in the next step.

® Inherit

This option makes the backup accessible to everybody who has access to the
specified remote shared folder.

@ The backed up data cannot be securely protected for this destination.
More Information

10. Enter credentials to be used to carry out the scheduled backup.

Register Backup Schedule

Please provide the user name and password to use for scheduling backup.
The user account should have write access to the network share and
should be an administrator or a backup operator on the local machine,

l aa\administrator
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11. Confirm the backup policy settings and click Finish.

&ﬁ Confirmation

Getting Started You are about to create the following backup schedule.
Select Backup Configurat... Backup times: 12:00 AM

Select Items for Backup Files excluded: None
Specify Backup Time Advanced option: VSS Copy Backup

Specify Destination Type Backup destinations:  \\172.28.7.107\DL_Backup
Specify Remote Shared F... Backup items
Name
&) Bare metal recovery
08 (C)
% RECOVERY
o System state

-
Confirmation

Summary

12. The configuration of Windows Backups stored on a network drive is complete.

[

Getting Started Status:  You have successfully created the backup schedule.

Select Backup Configurat... Your first scheduled backup will happen at 3/3/2016 12:00 AM.
Select Items for Backup

Specify Backup Time
Specify Destination Type
Specify Remote Shared F...

Confirmation
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8.2 RASR Recovery using a Shared Network Drive Backup

1. Launch RASR from any one of the supported methods supported by the DL appliance and select
Windows Recovery Wizard. (See Section-3 Launching RASR)

2. Select Windows Recovery Wizard.

@ DL4300 Dell Rapid Appliance Self Recovery (RASR)

Recovery Mode Selection

" System Recovery

@ Windows Recovery Wizard

" Faclory Reset
Finish

Details:
This operation will launch the Microsoft Windows recovery
wizard. Use this oplion if the OS backup is on a network share

==

3. Select Select a system image.

a Re-image your computer (3w
Select a system image backup

This computer will be restored using the system image.
Everything on this computer will be replaced with the
information in the system image.

Troubleshooting information for BMR:
http: //go.microsoft.com/fwlink fp/?LinkId=225039

(O Use the latest available system image(recommended)

o
L

ﬁ (@) Select a system image

Back ‘ Next > Cancel
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4. Click Advanced....

a

b=

Re-image your computer

Select the location of the backup for the computer you want to restore {
If the system image is on an external device, attach the device to this computer, U‘

and then dick Refresh,

If the system image is on a DVD, insert the last DVD from the system image backup. Click
Advanced to add a network location or install a driver for a backup device if it does not show

up in the list below.

Current time zone: GMT-8:00

-

Location Most recent system image Computer
WinBackups ({09F6B2... 3/2/2016 9:00:05 AM DL4300-A
Advanced... _ Refresh
< Back Next Cancel
5. Click Search for a system image on the network.
Re-image Your Computer X

< Search for a system image on the network

Connect to the network to find a system image that you want to restore.

< Install a driver

Locate and install a driver for a device that is attached to the computer but is not in the list

of available system images.

Cancel
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6. Click Yes.

Re-image Your Computer

= network?

software,

Yes

N Are you sure you want to connect to the

Make sure you are connecting to a trusted network.
During this type of restore, your computer does not
have security updates installed and might be
vulnerable to malicious or potentially harmful

No

7. Enter the UNC name to the shared network folder that hosts the DL system image.

s

Re-image Your Computer
Spedfy the location of the system image.

Network folder:
\\172.28.7.107\DL_Backup

Example: \\server\share

oK Cancel
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8. Enter network credentials.

-

Windows Security eS|

Enter network credentials
Enter your credentials to connect to: 172.28.7.107

[ aa\administrator |

|ssesescsses |

Domain: aa

[ ] Remember my credentials

9. Highlight the newly added network location and click Next.

A Re-image your computer e

If the system image is on an external device, attach the device to this computer,

Select the location of the backup for the computer you want to restore :‘! |'
and then dick Refresh.

If the system image is on a DVD, insert the last DVD from the system image backup. Click
Advanced to add a network location or install a driver for a backup device if it does not show
up in the list below.

Current time zone: GMT-8:00

Location Most recent system image Computer
WinBackups ({09F6B2... 3/2/2016 9:00:05 AM DL4300-A
Advanced... Refresh

<o | o> ] [
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10. Highlight the system image that exists on the shared network drive. Click Next.

a Re-image your computer

Select the date and time of system image to restore

If more than one system image is available and you're not sure which one to u" (
restore, choose the most recent one.

Backups available for DL4300-A on \\172.28.7.107\DL_Backup\
Current time zone: GMT-8:00

Date and time Drives in backup

3/3/2016 10:00:06 PM C:, \\?Wolume{bfbd0891-df27-11e5-80be-806e6f6e

<o [ not> ] [ cona

11. Click Next.

a Re-image your computer X

Choose additional restore options

Format and repartition disks

Select this to delete any existing partitions and reformat all disks Exdude disks. ..
on this computer to match the layout of the system image.

If you're unable to select an option above, installing the drivers Trstall chivers
for the disks you are restoring to might solve the problem.
Advanced...
< Back Next > Cancel
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12. If the desired recovery image is correct, click Finish.

a

Re-image your computer

Your computer will be restored from the following system

image:

Date and time: l/3/2016 10:00:06 PM (GMT-8:00)]

Drives to restore:

A If the restore process is interrupted or fails to
= complete, your computer might not start up(boot).

Computer: DL4300-A
C:, \\?\Volume{bfbd0891-df27-11

Finish

13. Click Yes to begin the DL recovery process.

-

a

Re-image Your Computer

All data on the drives to be restored will be replaced with the data in the

system image.
Are you sure you want to continue?

Yes

MNo
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14. The restoration process takes ~ XX minutes

Re-image your computer

Windows is restoring your computer from the system image. This might take
from a few minutes to a few hours,

Restoring disk (C:)...

Stop restore

15. Once restoration of the backup image is complete, the DL appliance will automatically restart. This
completes the process for a RASR recovery using a shared network drive backup.

48 Recovering a Dell™ DL Backup and Recovery Appliance using Rapi Appliance Self Recovery (RASR)



49

Appendix D Additional DL Appliance Resources

Component

Location

DL4300 Manuals and Documents

DL4300 Product Support

DL1000 Manuals and Documents

DL1000 Product Support

AppAssure Appliance Configuration Wizard Demonstration

YouTube Video Demonstration

DL4300 Specifications, Resources & Documents

DL4300 Appliance web page

DL1000 Specifications, Resources & Documents

DL1000 Appliance web page

AppAssure Specifications, Resources & Documents

AppAssure web page

AppAssure product Support

AppAssure Product Support
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http://www.dell.com/support/home/us/en/04/product-support/product/dell-software-dl4300/manuals
http://www.dell.com/support/home/us/en/19/product-support/product/powervault-dl1000/research
https://www.youtube.com/watch?v=coyE7x6Q0us
http://software.dell.com/products/dl4300-backup-and-recovery-appliance/
http://software.dell.com/products/appassure-dl1000-1tb-backup-recovery-appliance/
http://software.dell.com/products/appassure/
https://support.software.dell.com/appassure/5.4.3

